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Abstract

A novel wireless network protection scheme is proposed
through placing multiple unmanned aerial vehicles (UAVs)
as jammers named UAV Jammers (UJs). This scheme is
named as Friendly UAV Jamming (Fri-UJ). The UJs flying
around the protection region emit artificial noise to distur-
b eavesdroppers from wiretapping confidential information.
We evaluate the effectiveness of Fri-UJ via establishing an-
alytical framework to evaluate the eavesdropping risk. Nu-
merical results show that the proposed Fri-UJ scheme can
significantly reduce the eavesdropping risk with nearly no
impact on legitimate communications.

1 Introduction

The broadcasting nature of wireless networks leads to
wireless networks susceptible to information leakage. In
conventional wireless networks, the information protection
usually makes use of encryption protocols. However, en-
cryption protocols may not be feasible for the scenarios such
as lower power Internet of Things, in which nodes with lim-
ited computational capability cannot exploit computational-
extensive encryption protocols. On the other hand, encryp-
tion protocols cannot solve the privacy-exposure problem of
human behavior recognition based on Wi-Fi signal [2, 3].

In this paper, we propose unmanned aerial vehicles
(UAVs)-aided scheme to solve the above issues. In partic-
ular, we deploy multiple UAVs, each of which is equipped
with a directional antenna to emit artificial noise to distur-
b eavesdroppers from wiretapping confidential information
or extracting human-behavior features. We name such UAV
jammers as UlJs and friendly UAV Jamming scheme as Fri-
UJ. The proposed Fri-UJ has many merits. First, Fri-UJ
does not affect legitimate communications. Second, Fri-UJ
is flexible to construct the jamming region surrounding the
protection region. The flexible deployment of the Fri-UJ can
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Figure 1. Calculation details of Fri-UJ scheme

also reduce the constructing cost compared with the fixed
placement of jammers.

In this paper, we establish an analytical framework to e-
valuate the performance of the proposed Fri-UJ in terms of
eavesdropping risk. Numerical results demonstrate the ef-
fectiveness of the proposed Fri-UJ scheme.

2 System Model

As shown in Fig. 1, the legitimate users are randomly
distributed according to Homogeneous Poisson Point Pro-
cess with the density of A in a circular protection region
with radius R. An eavesdropper randomly appears at the
eavesdropper-appearance region (EAR) where the eaves-
dropper has chance to wiretap. The distance between the
eavesdropper and the boundary of the protection region is /.
The UJs flying on the air emit the artificial noise from air to
ground to disrupt the wiretapping activity. The region affect-
ed by the artificial noise is named as the interference region
(IR).

We assume that there are two channel models in this sys-
tem: (1) the ground communication; (2) the air-to-ground
communication [1]. The transmission between the legitimate
user and the eavesdropper is modeled as the ground commu-
nication which is affected by Rayleigh fading and path loss.
The transmitting power of legitimate user is P;. The received
power is Phd~*, where d is the distance from the legitimate
user to the eavesdropper. The random variable % follows an
exponential distribution with mean value 1/u and o is the
path loss factor.

The interfering from a UJ to the eavesdropper is modeled
as the air-to-ground communication that essentially consist-
s of LoS (Light of Sight) link and NLoS (None Light of
Sight) link. The LoS link experiences only path loss while
the NLoS link experiences both path loss and Rayleigh fad-
ing. The transmitting power of the UJs is P;. The distance
from the UJ to the eavesdropper is D. The random variable



h; follows an exponential distribution with mean value 1/u;
and o is the path loss factor. Thus, the received interfering
power of eavesdropper can be expressed as PjgD~% for LoS
link and Pjgh;D~% for NLoS link, where g is the directional
antenna gain from g = 2900/B2, and B is a half of the an-
tenna beam-width. The probability of LoS link is expressed
as Pros = a(d— 15")}’, and the probability of NLoS link is
PNLos = 1 —Pros
3 Eavesdropping Risk

We exploit the eavesdropping probability to evaluate the
eavesdropping risk. The eavesdropping probability is the
probability that at least one legitimate user is wiretapped by
the eavesdropper. If the eavesdropper can successfully wire-
tap the legitimate communication if and only if both the fol-
lowing conditions are satisfied 1) the eavesdropper detection
region intersects with the protection region; 2) at least one
legitimate user falls in the intersection region. The intersec-
tion region is named as the eavesdropping region. We then
have the eavesdropping probability P, as follows,

P, =1-Px=0)=1-¢™ (1
where A is the area of the eavesdropping region.

When a legitimate user is at the edge of the protection
region and there is no external interference, the maximum
eavesdropper detection distance is also the width of the EAR
denoted by dnax, which can be calculated as follows,

Pih
o’T,
where [E(-) denotes the expectation and I'(-) denotes the s-
tandard gamma function.

The UlJs are deploy one by one surrounding the protec-
tion region to cover the EAR. However, there are still some
small areas cannot be covered by emitted jamming signal-
s of UJs as shown in Fig. 1. Therefore, we need to ana-
lyze the eavesdropping probability inside or outside interfer-
ence region. When the eavesdropper is inside the IR, the
eavesdropping probability can be derived via UJs-Covered
scheme. When the eavesdropper is outside the interference
region, the eavesdropping probability can be derived via UJs-
Uncovered scheme. We consider the location of the eaves-
dropper with the polar coordinate (L, ), where the center of
protection region is regarded as the origin point. We then
derive P, of UJs-Covered scheme denoted by P$(J).

Theorem 1: The eavesdropper probability of UJs-Covered
scheme is given by,
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Proof: The distance D between the nearest UJ and the
eavesdropper is D = [(R+r) —kcos®]* + H2, where the
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Figure 2. Local eavesdropping probability for None-
Jammer scheme and Fri-UJ scheme (path loss factor
o = 3, legitimate users density A = 0.2)

flight height is H = dmax/(2tanf). Thus, the received in-
terference is expressed as follows,

— 0L

I; =ProsPiD™* + PxrLos PjD. . 4
The radius of eavesdropping region is given by,
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The area of the eavesdropping region is calculated by,
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where x = W, and L=R+1.
After combining Eq. (1) and Eq. (6), the local eavesdrop-
ping probability of UJs-Covered scheme is obtained. |
We denote the eavesdropping probability of Uls-
Uncovered scheme by P,(NJ), which can be calculated in
a similar approach. Finally, the eavesdropper probability is

expressed as follows,
2
P H<D<\/H>+ d
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Numerical results. Fig. 2 shows the eavesdropping prob-
ability with Fri-UJ and without Fri-UJ, where the color from
yellow to blue in eavesdropping region denotes the intensi-
ty of the eavesdropping probability from high to low. It is
shown in Fig. 2 that Fri-UJ scheme can almost mitigate the
eavesdropping probability in the EAR compared with non
Fri-UJ.
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